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“QUOTE-
UNQUOTE”
“When you talk about space, peo-
ple still roll their eyes and say, ‘Oh,
I don’t know about that.’ Frankly, I
don’t think rocket science is really
that much harder than what the
computer people are doing.”
—Narayanan Komerath, a profes-
sor in the School of Aerospace
Engineering, on the growing privati-
zation of space exploration and
travel.
(Atlanta Journal-Constitution)

Data reveal trends to help researchers build better e-mail filters
Jane Sanders
Research News 

Adatabase of more than 10 mil-
lion spam e-mail messages
collected at just one Internet

“spam sinkhole” suggests that
Internet service providers could bet-
ter fight unwanted junk e-mail by
addressing it at the network level,
rather than using currently available
message content filters.

Also, the research — conducted at
Georgia Tech’s College of Computing
— identified two additional tech-
niques for combating spam: improv-
ing the security of the Internet’s rout-
ing infrastructure and developing
algorithms to identify computers’
membership in “botnets,” which are
groups of computers that are compro-
mised and controlled remotely to
send large volumes of spam. The
findings are now directing the
researchers’ design of new systems
to stem spam.

“Content filters are fighting a los-
ing battle because it’s easier for
spammers to simply change their
content than for us to build spam fil-
ters,” said Nick Feamster, an assistant
professor of computing. “We need
another set of properties, not based
on content. So what about network-
level properties? It’s harder for spam-
mers to change network-level proper-
ties.”

From 18 months of Internet rout-
ing and spam data collected in one
domain, Feamster and doctoral stu-
dent Anirudh Ramachandran have
learned which network-level proper-
ties are most promising for considera-
tion in spam filter design.
Specifically, they learned that:
•• Internet routes are being hijacked
by spammers;
•• they can identify many narrow
ranges within Internet protocol (IP)
address space that are generating
only spam; and
•• they can identify the Internet 

service providers (ISP) from which
spam is coming.

“We know route hijacking is occur-
ring,” Feamster said. “It’s being done
by a small, but fairly persistent and
sophisticated, group of spammers
who cannot be traced using conven-
tional methods.”

Route hijacking works like this: By
exploiting weaknesses in Internet
routing protocols, spammers can
steal Internet address space by
briefly advertising a route for that
space to the rest of the Internet’s
routers. The spammers can then
assign any IP address within that
address space to their machines.
They send their spam from those
machines and then withdraw the
route by which they sent the spam.
By the time a recipient files a com-
plaint related to this IP address, the
route is gone and the IP address
space is no longer reachable.

“Even if you’re watching the hijack

take place, it’s difficult to tell where
it’s coming from,” Feamster
explained. “We can make some good
guesses. But Internet routing proto-
cols are insecure, so it’s relatively
easy for spammers to steal them and
hard for us to identify the perpetra-
tors.”

Feamster and researchers else-
where are actively working to improve
the security of Internet routing proto-
cols, he added.

Better spam filtering will also
result from a system, which Feamster
hopes to design, based on collabora-
tive, network-level filtering among ISP
operators.

“Within the single domain that we
are studying, it’s interesting that you
don’t see the same IP addresses
repeatedly being used to send spam
to that domain,” Feamster said. “So
ISP operators need to be able to
securely share information about IP
addresses associated with spam.”

Internet service providers could better fight unwanted junk e-mail by addressing it at the
network level rather than using currently available message content filters, says Nick
Feamster, an assistant professor in the Georgia Tech College of Computing.
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drastic. The veterans were usually
older and more focused than tradi-
tional students and many were mar-
ried, had children or were disabled.

“The youngsters coming in had a
particularly tough time,” said Marilyn
Somers, director of Living History at
the Alumni Association. “When they
heard the ‘look to your left’ routine,
all they saw were these gnarly vets
who weren’t there for foolishness —
they partied some on the weekends
but they kept their noses to the grind-
stone from Sunday through Friday.”

Dan Blitch, a self-described “wet
behind the ears” 17-year-old from
Statesboro, Ga., enrolled at Tech in
1949.

“Like most students, I needed
money so I was given a job working
for Fred Ajax, director of job place-
ment,” Blitch said. “He put me in

charge of explaining how to apply for
GI Bill benefits. Here I was just a kid
sounding like a drill sergeant instruct-
ing a roomful of war veterans how to
fill out their forms. It was very intimi-
dating.”

Ron Yeakle endured four months
in a German prisoner of war camp
after his bomber was shot down in
1944. Following his discharge from
the Army in 1945, he enrolled at
Tech.

“We felt like we had missed some
of our life, so our idea was to get in
school, do the work and get out as
soon as we could,” he said. “We took
a lot of classes — 22 or 23 hours
each quarter. That’s where the term
‘getting out’ originated — we didn’t
think of it as graduating.”

Yeakle said there was a shortage
of classroom and dormitory space, so
administrators found some very cre-
ative ways to deal with the problem.

Tech was the first school to offer

low-cost housing — the barracks at
Lawson Naval Air Station in
Chamblee, now Peachtree-DeKalb
Airport — for married veterans.

“It was very spartan, like you
would expect a military barracks to
be,” Yeakle said. “For $35 a quarter,
you got a kitchen, a bathroom and a
living area. There was no refrigerator,
just an ice box, and the city buses
didn’t run that far, so we were on our
own for transportation.”

The 1,514-member graduating
class of 1950 was the largest in
Institute history and by 1951 the
postwar enrollment boom began to
ebb. In six years, more than 14,500
veterans enrolled at Tech.

“The maturity and leadership of
the veterans was mixed with the
youth and brashness of the civilian
students,” Blitch said. “It was a won-
derful time to be at Tech.”
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