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The Georgia Tech Information Security Center (GTISC) focuses on research, education and outreach pro-
grams for securing information technology-based systems. The growing scale and sophistication of
threats against such systems and our increasing reliance on them creates new challenges that require
better understanding of emerging threats and novel ways to counter them. Achieving effective informa-
tion security in the context of real-world problems is GTISC’s vision, and it serves as a catalyst for devel-
oping programs that can help realize it. Because GTISC is an Institute-wide center, its affiliated faculty
come from several units, including the College of Computing, School of Electrical and Computer Engi-
neering, Sam Nunn School of International Affairs, Georgia Tech Research Institute (GTRI), and the Office
of Information Technology (OIT). GTISC has developed new research initiatives that span multiple units,
and center faculty have worked closely with our industry partners. Our research output—in terms of
high-quality publications in top conferences and new grants and contracts awarded in the past year—
provides concrete evidence of our leadership position in this important field. At the same time, our edu-
cational programs continue to grow, and GTISC was again designated by the National Security Agency as
a Center of Academic Excellence in information assurance education (CAE-R) in the research category in
2009. The GTISC Security Summit and its associated Emerging Threats Report were widely covered in the
media, and the summit has become the most visible, effective way for outreach and broader engage-
ment with Atlanta’s sizable information security community.

Research Thrusts

GTISC is viewed as a leader in several key research areas in information security. In particular, the center
has had a major impact recently in two areas: novel strategies for detecting emerging cyber security
threats, and techniques for countering large-scale attacks. The CLEANSE project, directed by Professor
Wenke Lee, was funded by the National Science Foundation Cyber Trust program in 2008 as a large
team award. CLEANSE is conducting research in areas such as botnet detection, malware analysis and
broader challenges associated with monitoring of large-scale systems. Prof. Lee has also received signifi-
cant funding from DoD (a recent MURI award) and DHS for research in this broad area. The Apiary initia-
tive, jointly launched with GTRI in 2008, will allow us to conduct data collection and analysis for
emerging threats research in the classified domain, as well. In 2008, Prof. Patrick Traynor established the
Converged Infrastructures Security (CISEC) laboratory to explore security challenges for converged
communication, including mobile-device security and security of cellular and wireless networks. The
MedVault project, jointly with Children’s Healthcare of Atlanta, is focusing on security and privacy of
electronic medical records, including user-centric access control and detection of potentially anomalous
access patterns. Other projects in areas such as cryptography, virtualization security, embedded soft-



ware security, privacy, and information quality demonstrate the significant breadth and depth of GTISC
research programs.

CLEANSE: Cross-Layer Large-Scale Efficient Analysis of Network Activities to SEcure
the Internet

Attacks on the Internet have not only increased in the past half-decade, they have also become more
organized or planned. Whereas previous virus and worm epidemics were motivated by fame or curiosi-
ty, the current generation of malware authors seek to harvest the resources of victimized machines and
then use them to launch for-profit fraudulent activities, such as email/blog spam, phishing, click fraud,
etc., as well as traditional attacks such as distributed Denial-of-Service (DDoS). We call the fraudulent
activities on the Internet “layer-8” attacks because, rather than disrupting network services or exploiting
application software, they misuse the features and functions of network applications. Layer-8 attacks
pose a serious threat to vital Web applications such as e-commerce and social communication and net-
working.

The CLEANSE project aims to develop an analysis and detection framework to secure the Internet
against large-scale and coordinated layer-8 attacks by botnets or other/future forms of large-scale com-
promises. A key objective is to anticipate and detect new trends in how a large mass of infected ma-
chines (such as a botnet) is used to launch attacks. We identify the basic network services that are
necessary for large-scale attacks, and we develop new analysis and detection algorithms and infrastruc-
tures to monitor network activities related to these services to detect and predict/prevent current and
future attacks. In addition to the new monitoring technologies, a critically important objective of
CLEANSE is to develop new or improved network services/protocols that can prevent attacks and enable
more effective and efficient Internet-monitoring mechanisms.

The CLEANSE project team includes leading security research groups from Georgia Tech, the University
of North Carolina at Chapel Hill, and the University of Michigan at Ann Arbor, and strong partners in in-
dustry (major ISPs, Internet/network operators, security companies). The CLEANSE project will ensure
that the set of new security technologies developed by the researchers, with the help of industry part-
ners, will be integrated and evaluated in the real world and have a path for technology transfer. In addi-
tion, our education and outreach efforts include joint technical workshops with industry and law
enforcement agencies.

CISEC: Converging Infrastructures SECurity

The convergence of mobile and fixed networks combined with the rich applications enabled by these
networks has revolutionized the way people and businesses communicate and access information.
Technologies such as VolIP, IPTV and IMS have seen tremendous growth in popularity. Since these tech-
nologies will rely on Internet Protocol (IP) -based networks, they will face the same kind of security
threats that exist in the Internet. In fact, there are strong reasons to believe that many of the threats we
face in the desktop and laptop world will migrate to mobile devices such as smart phones. Since com-
munication and information sharing are essential for many critical applications, we will have to address



the security of such networks and applications to meet high trust and availability expectations that
come from traditional telecommunications networks.

The Converging Infrastructure Security (CISEC) Laboratory is exploring security challenges for emerging
communications technologies. In particular, we seek to develop innovative methods, techniques and
tools with which critical communications infrastructure can be protected as it rapidly converges with the
larger Internet. Our efforts broadly cover both technical and policy issues, with particular focus and ex-
pertise in the areas of cellular network security, VolP and emerging telecommunications security, wire-
less and mobile systems security, IPTV, and identity management. For example, we are developing
techniques to remotely repair compromised mobile devices and studying how social network linkages
can be used to reduce unwanted communication without sacrificing privacy. Communication prove-
nance, a broader research challenge that seeks to securely discover relevant attributes of a communi-
cating party or the quality of the communication itself, also presents numerous problems that are being
addressed by this group.

The CISEC research team includes both security and networking researchers from GTISC, GTRI and OIT.
Members of the Georgia Tech Research Network Operations Center (GT-RNOC) are active participants in
this project. The GT-RNOC-supported IMS laboratory, which is the only such research and educational
resource in an academic setting, is a unique resource for CISEC projects. Our research has been featured
in the top security and networking conferences and journals, presented regularly to corporate and gov-
ernment partners, and covered extensively in the popular press.

MedVault: Privacy and Security of Electronic Medical Records

Storage of medical record information in electronic format and the sharing of this information among
different health care organizations have the potential to produce enormous improvements in the quality
and efficiency of the health care system. At the same time, the proliferation of electronic medical
records (EMRs) carries with it significant risks. The information contained in medical records is of the
utmost sensitivity, and unauthorized disclosure of such information has the potential to damage lives
and harm careers. Concerns over security and privacy have slowed the adoption of advanced informa-
tion technologies by the health care industry. As one simple example, the use of mobile devices—not
only handhelds but also laptops—is forbidden by many large health care organizations because of po-
tential data leakage when the devices are taken out of protected health care IT domains. Currently, the
movement toward widespread sharing of EMR data among different organizations is being impeded by
legitimate privacy concerns. There is an urgent need for research to provide a broad set of information
security and privacy mechanisms that are well integrated with health care systems and workflows, the-
reby enabling more rapid adoption of advanced information technologies in this critical application area.

To protect security and privacy of EMR information, the MedVault project is exploring new techniques
for the storage, maintenance and control of sensitive data that permit open sharing among a wide varie-
ty of legitimate users while protecting the data against unauthorized use and disclosure. There are a
number of unique challenges to providing security and privacy of widely shared EMR data. Among these
are how to provide flexible access-control mechanisms and policies in a federated environment; how to
closely integrate privacy and access-control mechanisms with secure storage techniques that are neces-



sary to protect the integrity, confidentiality and availability of data in storage systems; and how to pro-
tect data everywhere in the system, including on the end devices that are the most vulnerable points.
Finally, any technological solutions that are developed must be seamlessly integrated with the overall
health system and its medical processes. In particular, the solutions must be capable of providing strong
security and privacy while at the same time ensuring that patient safety is never compromised as a re-
sult of security precautions.

The interdisciplinary MedVault research team is comprised of computer systems security researchers,
health care systems researchers and health care practitioners. It is uniquely suited to carry out research
to address the security and privacy challenges we will face with EMRs.

GT Apiary: Experimental Test-beds and Research Facilities for Collection and
Analysis of Hostile Network Traffic

To facilitate data-driven research, GTISC has jointly worked with GTRI to architect and deploy a honey-
net framework known as the GT Apiary. The goal of the GT Apiary is to provide a shared resource to
academic and applied research teams for the collection and analysis of hostile traffic. By providing a
common facility for such projects, it is possible to offer richer resources and foster collaboration (where
appropriate). Since all Apiary-enabled efforts will share a common infrastructure, high-level evaluation
and demonstration of ongoing projects becomes easier, which addresses the goal of being able to raise
awareness of Apiary capabilities to internal and external stakeholders.

GT Apiary will also facilitate greater collaboration between GTISC academic faculty and GTRI research-
ers. In particular, GTRI projects potentially could use the facilities in support of classified research. The
data sharing for threat- and vulnerability-assessment research will be able to utilize the tools and tech-
niques developed by the broader GTISC research community.

Educational Programs

GTISC has been driving curricular and degree-program development in the information security area.
Our faculty developed a broad and comprehensive set of courses that enable us to offer the Master’s
degree in Information Security (MS INFS). These courses and the degree program are highly popular
among our students, and demand for MS INFS graduates continues to be very strong. Based on strong
feedback from GTISC industry partners and a marketing study conducted by the Georgia Tech Vice Prov-
ost of Distance Learning and Professional Education (DLPE), we explored offering the MS INFS via dis-
tance learning. The University System of Georgia Board of Regents approved this distance-learning
offering in August 2009, and we plan to enroll the first group of students starting Fall 2010. Professors Sy
Goodman and Patrick Traynor also received a $1.2 million NSF award that will allow us to provide scho-
larships to students who want to pursue programs with strong information-security focus.

In the past year, GTISC received funds from Georgia Tech’s DLPE program to revise our current courses
to get them ready for distance learning, as well as to develop new courses. Students enrolled in the dis-
tance-learning degree program will be able to access the same course content and hands-on projects



that will help them deepen their understanding of areas like cryptography, system, software and net-
work security, and security policies and strategies. Access to a dedicated information-security laboratory
will allow students to complete projects that will help them master underlying concepts and develop
practical skills to secure information systems.

We are also exploring several international partnerships to expand access to our educational programs.
For example, the Korea Advanced Institute for Science and Technology (KAIST) and GTISC are working on
a joint degree program that will allow KAIST students to enroll in our MS INFS program. Similar discus-
sions are ongoing with INRIA France and major companies in India.

Industry Interactions and Broader Outreach

To ensure that our programs address real-world information security problems, GTISC has developed an
extensive and diverse set of relationships with a large number of companies. In addition to interactions
with GTISC Industry Advisory Board members, we also host visitors from companies and other organiza-
tions that visit GTISC to develop collaborations or gain a better understanding of our research and edu-
cational programs. In the past year, GTISC hosted visitors from more than 30 organizations (listed
below). Also, in a press release Georgia Tech cited GTISC as one of the reasons NCR decided to move its
headquarters to Georgia.

AT&T Research Booz Allen Hamilton British Telecom
CSIT, Singapore CBeyond Cisco
Children’s Healthcare, Atlanta Damballa Equifax

Harris Corporation IBM IBM ISS

INRIA, France T, Delhi, India Intel
Intercontinental Exchange KAIST, Korea KUSTAR, UAE
Lockheed Martin McAfee NCR

NIST NSA Nortel
Northrup Grumman Purewire Queen’s University, Belfast
SAIC SecureWorks StoneSoft
SunTrust Symantec VeriSign

Wipro Yahoo

The GTISC Industry Advisory Board (IAB) members help define GTISC research and educational programs
that address real-world needs. This is done via an annual on-site meeting and by periodic interactions
with board members. Board members also help develop joint research collaborations when appropriate.
The following industry leaders currently serve on the IAB.

e Dr. Paul Q. Judge - Co-founder, Chief Technology Officer, Purewire (Chair, GTISC Industry Advi-
sory Board)

e Carl E. Banzhof - VP, Chief Technology Evangelist, McAfee

e George W. Cox - Strategist/Architect, Intel Corporation

e George L. Heron - Founder & President, Bluefin



e David Ladd - Manager, External Research Programs-Trustworthy Computing, Microsoft

e Steven Linowes - Chief Executive Officer, Damballa

e Sanjay Macwan - Executive Director with AT&T Chief Security Office, AT&T

e Edwin Marcial - Senior Vice President & Chief Technology Officer, IntercontinentalExchange

e Sam Phillips - Senior Vice President, International Consulting, Bank of America

e Tom Place - Director, Information, Security & Reg. Com., The Coca-Cola Company

e Jon R. Ramsey - Chief Technology Officer, Secure Works

e Josyula "J.R" Rao - Senior Manager Security Dept., Thomas J. Watson Research Center, IBM

e Christopher Ray - CISSP-ISSMP, 2nd Vice President, Information Technology Security, Aflac

e David Rowan - Senior Vice President and Director, Enterprise Technology Risk Management,
SunTrust Banks

e Anthony Michael "Tony" Rutkowski - Vice President for Regulatory Affairs and Standards, Veri-
Sign

e Darren Shou - Senior Manager, Symantec Research Lab, Symantec

e (Caleb Sima - HP-SPI Dynamics; Co-Founder & Chief Technology Officer, SPI Dynamics

e Tony Spinelli - Senior Vice President, Chief Security & Compliance Officer, Equifax

e Aurobindo "Robin" Sundaram - Vice President of Information Security, ChoicePoint

e W. David Thomas - Vice President of Product Strategy, AirDefense

e Heath Thompson - IBM ISS

Broader Outreach

In addition to serving as a catalyst for research and educational programs in information security, the
GTISC mission also includes engagement with the broader information community. This is especially im-
portant because the Atlanta area is home to a large community of information-security professionals
and is a top place for information-security companies.

In the past year, GTISC hosted several meetings and workshops to explore key security challenges and to
develop a research agenda to secure cyberspace. The Domain Name System (DNS) is a key infrastructure
service for the Internet, and serious new vulnerabilities in this system were reported in the past year. In
February 2009, jointly with ICANN, GTISC hosted the DNS security, stability and resiliency workshop that
was attended by more than 60 experts from around the world. In March 2009, GTISC hosted the Inter-
national Systems Security Association (ISSA) CISO Forum that was attended by approximately 100 execu-
tives from a wide range of companies. Prof. Nick Feamster played a major role in organizing a workshop,
hosted by GTISC, on the future of the Internet that was sponsored by NSF and DARPA. GTISC also hosted
the IPTComm conference, which focused on research in IP-based telecommunication, in July 2009.

Professor Sy Goodman, Co-Director of GTISC, briefed the U.S. House of Representatives’ Science and
Technology Committee and Research and Science Education Subcommittee during its hearing on “Cyber
Security R&D.” He emphasized cyber security issues for rapidly proliferating networked devices, such as
mobile phones, and also discussed the need to educate and train a workforce to address future cyber
security challenges. Professor Goodman currently also serves as Vice Chair of the I3P.



The annual GTISC Security Summit and the Emerging Threats Report have been very effective in enhanc-
ing the center’s broader visibility. Lt. Gen. Robert J. Elder Jr., commander of the United States 8" Air
Force, delivered the 2008 Security Summit keynote, which was followed by a panel discussion mod-
erated by Thomas Noonan. The Security Summit is the largest event of its kind in the southeast United
States and is attended by nearly 300 people, including industry professionals, entrepreneurs, venture
and investment community representatives, and members of the media. The 2009 GTISC Emerging
Threats Report was widely cited by major national and international media outlets, including the New
York Times, Washington Post, San Francisco Chronicle, Boston Globe, NPR, BBC and many others. This
report has been cited by many stories throughout the past year, and according to Cohn & Wolfe, Geor-
gia Tech's PR agency of record, there were more than 150 articles posted about the report across na-
tional, international, business and trade news outlets. An Associated Post story that focused on threats
to mobile devices was published in more than 80 outlets. GTISC faculty members are viewed as leaders
in several important areas of cyber security and are frequently asked to comment on challenges we face
in this field. In the past year, GTISC visibility has significantly increased in the broader community.

Publications

In the past year, results of research conducted at GTISC have been published in more than 60 papers.
Multiple papers in highly competitive conferences, including several best-paper awards, point to the
high quality of our research. For example, three of the 21 papers presented at the 2008 Network and
Distributed Systems Security Symposium (NDSS) were authored or co-authored by GTISC researchers.
The ACM Computer and Communication Security (CCS) symposium is another top conference in the
field. At the 2009 CCS, GTISC researchers will present the highest number of papers of any group in the
country. Multiple papers from GTISC researchers have been presented at almost all of the major confe-
rences in security, which clearly demonstrates the high quality of our research.

1. B. Applebaum, D. Cash, C. Peikert and A. Sahai. Fast Cryptographic Primitives and Circular-
Secure Encryption Based on Hard Learning Problems. Advances in Cryptology - Crypto 2009 Pro-
ceedings, Lecture Notes in Computer Science, August 2009.

2. E. Ayday, F. Delgosha and F. Fekri. Data Authenticity and Availability in Multi-hop Wireless Sen-
sor Networks. ACM Transactions on Sensor Network, June 2009.

3. E.Ayday, and F. Fekri. A Protocol for Data Availability in Mobile Ad-Hoc Networks in the Pres-
ence of Insider attacks. Elsevier Ad Hoc Networks, July 2009.

4. E.Ayday, and F. Fekri. Using Node Accountability in Credential Based Routing for Mobile Ad-Hoc
Networks. Proc. of the Fifth IEEE International Conference on Mobile Ad-hoc and Sensor Sys-
tems, December 2008.

5. E.Ayday, H. Lee and F. Fekri. An iterative algorithm for trust and reputation management. IEEE
International Symposium on Information Theory (ISIT 2009), June 2009.

6. D. Bauer, D. Blough, and D. Cash. Minimal Information Disclosure with Efficiently Verifiable Cre-
dentials. Proceedings of the 4th Workshop on Digital Identity Management, October 2008.
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D. Bauer, D. Blough, and A. Mohan. Redactable Signatures on Data with Dependencies and their
Application to Personal Health Records. Proceedings of the CCS Workshop on Privacy in the
Electronic Society, November 2009.

Matt Blaze, Sampath Kannan, Insup Lee, Oleg Sokolsky, Jonathan Smith, Angelos Keromytis,
Wenke Lee. Dynamic Trust Management. In IEEE Computer, February 2009.

Boldyreva. Strengthening Security of RSA-OAEP. CT-RSA Conference Proceedings, April 2009.
Boldyreva, D. Cash, M. Fischlin and B. Warinschi. Foundations of Non-Malleable Hash and One-
Way Functions. Asiacrypt, December 2009.

A. Boldyreva, N. Chenette, Y. Lee and A. O'Neill. Order-Preserving Symmetric Encryption. Ad-
vances in Cryptology - Eurocrypt, April 2009.

Boldyreva, S. Fehr and A. O'Neill. On Notions of Security for Deterministic Encryption, and Effi-
cient Constructions Without Random Oracles. Advances in Cryptology - Crypto 2008, July 2008.
A. Boldyreva, V. Goyal and V. Kumar. Identity-based Encryption with Efficient Revocation. ACM
Conference on Computer and Communications Security - CCS, October 2008.

K. Butler, W. Enck, P. Traynor, J. Plasterr and P. McDaniel. Privacy Preserving Web-Based Email.
Algorithms, Architectures and Information Systems Security, Statistical Science and Interdiscipli-
nary Research, World Scientific Computing. November 2008.

K. Butler, S. Ryu, P. Traynor and P. McDaniel. Leveraging Identity-based Cryptography for Node
ID Assignment in Structured P2P Systems. IEEE Transactions on Parallel and Distributed Systems
(TPDS), August 2009.

Martim Carbone, Weidong Cui, Long Lu, Wenke Lee, Marcus Peinado, Xuxian Jiang. Mapping
Kernel Objects to Enable Systematic Integrity Checking. The 16th ACM Conference on Computer
and Communications Security (CCS), November 2009.

James Caverlee, Ling Liu. A Parameterized Approach to Spam-Resilient Link Analysis of the Web.
IEEE Transactions on Parallel and Distributed Systems (TPDS), October 2009.

K.S. Chan, F. Fekri. Resisting Node Spoofing Attacks in Random Key Predistribution Schemes: A
Uniform Design. 2009 IEEE Sarnoff Symposium, March 2009.

Keke Chen, Ling Liu. A Survey of Multiplicative Perturbation for Privacy-preserving Data Mining.
Chapter 7 of Privacy-Preserving Data Mining: Models and Algorithms, June 2008.

Keke Chen, Ling Liu. Privacy-preserving Multiparty Collaborative Mining with Geometric Data
Perturbation, IEEE Transactions on Parallel and Distributed Systems (TPDS), 2009.

I. Dacosta, V. Balasubramaniyan, M. Ahamad and P. Traynor. Improving Authentication Perfor-
mance of Distributed SIP Proxies. Proceedings of the Conference on Principles, Systems and Ap-
plications of IP Telecommunications (IPTComm), July 2009.

David Dagon, Manos Antonakakis, Kevin Day, Xiapu Luo, Christopher P. Lee, Wenke Lee. Recur-
sive DNS Architectures and Vulnerability Implications. The 16th Annual Network and Distributed
System Security Symposium (NDSS), February 2009.

Brendan Dolan-Gavitt, Abhinav Srivastava, Patrick Traynor, Jonathon Giffin. Robust signatures
for kernel data structures. ACM Conference on Computer and Communications Security, No-
vember 2009.
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Seymour E. Goodman. Critical Information Infrastructure Protection. Responses to Cyber Ter-
rorism, Centre of Excellence Defense Against Terrorism, Ankara, NATO Science for Peace and Se-
curity Series E: Human and Societal Dynamics, Vol. 34, October 2008.

Guofei Gu, Vinod Yegneswaran, Phillip Porras, Jennifer Stoll, Wenke Lee. Active Botnet Probing
to Identify Obscure Command and Control Channels. In Proceedings of The 25th Annual Com-
puter Security Applications Conference (ACSAC), December 2009.

W. Halfond, S.R. Choudhary, and A. Orso. Penetration Testing with Improved Input Vector Iden-
tification [Best Presentation Award]. 2nd IEEE International Conference on Software Testing,
Verification and Validation (ICST), April 2009.

W. Halfond, A. Orso, and P. Manolios. WASP: Protecting Web Applications Using Positive Tain-
tingand Syntax-Aware Evaluation. IEEE Transactions on Software Engineering, January 2008.
Shuang Hao, Nadeem Ahmed Syed, Nick Feamster, Alexander Gray, Sven Krasser. Detecting
Spammers with SNARE: Spatio-temporal Network-level Automatic Reputation Engine. Usenix
Security, August 2009

Danesh Irani, Steve Webb, Jonathon Giffin, Calton Pu. Evolutionary study of phishing. 3rd Anti-
Phishing Working Group eCrime Researchers Summit [best paper award], October 2008.

Maria Konte, Nick Feamster, Jaeyeon Jung. Dynamics of Online Scam Hosting Infrastructure.
10th International Conference on Passive and Active Network Measurement, April 2009.
Andrea Lanzi, Monirul Sharif, Wenke Lee. K-Tracer: A System for Extracting Kernel Malware Be-
havior. The 16th Annual Network and Distributed System Security Symposium (NDSS), February
20009.

Daisuke Mashima, Mustaque Ahamad and Swagath Kannan. User-centric handling of identity
agent compromise. European Symposium on Research in Computer Security (ESORICS), Sep-
tember 2009.

Daisuke Mashima and Mustaque Ahamad. Using identity credential usage logs to detect ano-
malous service access. ACM Workshop on Digital Identity Management, November 2009.

A. Mohan, D. Blough. AttributeTrust: A Framework for Evaluating Trust in Aggregated Attributes
via a Reputation System. Conference on Privacy, Security, and Trust, October 2008.

F. Paci, D. Bauer, E. Bertino, D. Blough, A. Squicciarini. Minimal Credential Disclosure in Trust
Negotiations. 4th Workshop on Digital Identity Management, October 2008.

F. Paci, D. Bauer, E. Bertino, D. Blough, A. Squicciarini, A. Gupta. Minimal Credential Disclosure
in Trust Negotiations. Identity in the Information Society, October 2008.

F. Park, C. Gangakhedkar and P. Traynor. Leveraging Cellular Infrastructure to Improve Fraud
Prevention, Proceedings of the Annual Computer Security Applications Conference (ACSAC), De-
cember 2009.

Roberto Perdisci, Manos Antonakakis, Xiapu Luo, Wenke Lee. WSEC DNS: Protecting Recursive
DNS Resolvers from Poisoning Attacks. In Proceedings of The 39th Annual IEEE/IFIP Internation-
al Conference on Dependable Systems and Networks (DSN), June 2009.

Roberto Perdisci, Davide Ariu, Prahlad Fogla, Giorgio Giacinto, Wenke Lee. McPAD: A Multiple
Classifier System for Accurate Payload-Based Anomaly Detection. Computer Networks, Vol. 53,
December 2009.
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Roberto Perdisci, Igino Corona, David Dagon, Wenke Lee. Detecting Malicious Flux Service Net-
works through Passive Analysis of Recursive DNS Traces. 25th Annual Computer Security Appli-
cations Conference (ACSAC), December 2009.

M. Pirretti, P. Traynor, P. McDaniel and B. Waters. Secure Attribute-Based Systems, Journal of
Computer Security (JCS), (To appear 2009).

Michael Portnoy, Seymour Goodman (eds.). Global Initiatives to Secure Cyberspace: An Emerg-
ing Landscape, New York: Springer Advances in Information Security, December 2008.
Ramachandran, S. Seetharaman, N. Feamster, V. Vazirani. Fast Monitoring of Traffic Subpopula-
tions. ACM Internet Measurement Conference, October 2008

Monirul Sharif, Andrea Lanzi, Jonathon Giffin, Wenke Lee. Automatic reverse engineering of
malware emulators. IEEE Symposium on Security and Privacy [best student paper award], May
20009.

Monirul Sharif, Wenke Lee, Weidong Cui, Andrea Lanzi. Secure In-VM Monitoring Using Hard-
ware Virtualization. The 16th ACM Conference on Computer and Communications Security (CCS
2009), November, 2009.

Aameek Singh, Ling Liu, Mustaque Ahamad. Privacy Analysis and Enhancements for Data Sharing
in *nix Systems. International Journal of Information and Computer Security (JICS), January
2008.

Kapil Singh, Sumeer Bhola, Wenke Lee. xBook: Redesigning Privacy Control in Social Networking
Platforms. The 18th USENIX Security Symposium, August, 2009.

R. Subramanian, K.S. Chan, and F. Fekri. Analysis of Latency in Secure Wireless Sensor Networks
with Key Pre-distribution. 42" Asilomar conference on Signals, Systems and Computers, October
2008.

R. Subramanian, F. Fekri. Bounds for Lifetime Optimization with Guaranteed Information Deli-
very in Convergecast Sensor Networks. Ad Hoc Networks Journal, June 2009.

Abhinav Srivastava, Jonathon Giffin. Tamper-resistant, application-aware blocking of malicious
network connections. Recent Advances in Intrusion Detection (RAID), September 2008.

Abhinav Srivastava, Andrea Lanzi, Jonathon Giffin. System call APl obfuscation (Extended ab-
stract). Recent Advances in Intrusion Detection (RAID), September 2008.

Mudhakar Srivatsa, Arun lyengar, Jian Yin, Ling Liu. Scalable Key Management Algorithms for Lo-
cation Based Services. IEEE/ACM Transactions on Networking, October 2008.

Mudhakar Srivatsa, Ling Liu. Mitigating Denial of Service Attacks on an Overlay Network: A Loca-
tion Hiding Approach. IEEE Transactions on Parallel and Distributed Systems (TPDS), April 2009.
P. Traynor. Securing Cellular Infrastructure: Challenges and Opportunities. IEEE Security & Priva-
cy Magazine, July 2009.

P. Traynor, K. Butler, W. Enck, K. Borders and P McDaniel, malnets: Large-Scale Malicious Net-
works via Compromised Wireless Access Points. Journal of Security and Communication Net-
works (SCN), September 2009.

P. Traynor, W. Enck, P. McDaniel and T. Porta, Mitigating Attacks on Open Functionality in SMS-
Capable Cellular Networks, IEEE/ACM Transactions on Networking (TON), February 2009.
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P. Traynor, M. Lin, M. Ongtang, V. Rao, T. Jaeger, T. La Porta ,P. McDaniel. On Cellular Botnets:
Measuring the Impact of Malicious Devices on a Cellular Network Core. ACM Conference on
Computer and Communications Security (CCS), November 2009.

P. Traynor, P. McDaniel, T. La Porta. Security for Telecommunications Networks. Springer, Se-
ries: Advances in Information Security, August 2008.

Ting Wang, Ling Liu. From Data Privacy to Location Privacy, A Chapter in Machine Learning in
Cyber Trust: Reliability, Security, Privacy. Springer-Verlag, April, 2008.

Ting Wang, Ling Liu. Output Privacy in Stream Mining. Privacy-Aware Knowledge Discovery:
Novel Applications and New Techniques. Chapman & Hall/CRC Press, 2009.

Ting Wang, Ling Liu. Privacy-Aware Mobile Services over Road Networks. 35th International Con-
ference on Very Large Data Bases (VLDB), August 2009.

Ting Wang, Shicong Meng, Bhuvan Bamba, Ling Liu, Calton Pu. A General Proximity Privacy Prin-
ciple. 25th IEEE International Conference on Data Engineering (ICDE), April 2009.

Ting Wang, Mudhakar Srivatsa, Dakshi Agrawal, Ling Liu. Learning Indexing and Diagnosing
Network Faults. 15th ACM SIGKDD Conference on Knowledge Discovery and Data Mining, June
20009.

Jinpeng Wei, Bryan Payne, Jonathon Giffin, Calton Pu. Soft-timer driven transient kernel control
flow attacks and defense [best paper award]. Annual Computer Security Applications Confe-
rence (ACSAC), December 2008.

Research Grants

In the past year, GTISC researchers were awarded more than $10 million in grants and contracts. Profes-
sor Wenke Lee led a team that received a major MURI award and a cyber-trust large-team award. Pro-
fessor Lee also led a team that received one of the largest awards from a DHS program. Professor Giffin
was awarded an NSF CAREER grant and Professor Ling Liu and her CoPIs received a $1.2 million NSF
grant to explore privacy challenges for medical data sharing. Professor Traynor received multiple grants,
including one with Prof. Giffin that explores the security of mobile devices. David Dagon was awarded
an I13P Postdoctoral Fellowship, one of two such awards made in 2009. This outstanding funding record
certainly puts GTISC among the best funded information-security groups in the country.

1.

Botnets Attribution and Removal: from Axioms to Theories to Practice. ONR MURI. Lead univer-
sity: Georgia Tech; Participating universities: University of Michigan, Stanford, and University of
California, Santa Barbara. Pl: Wenke Lee; Co-Pls: David Dagon, Jon Giffin, Nick Feamster, Kang
Shin, Farnam Jahanian, Michael Bailey, John Mitchell, Chris Kruegel, and Giovanni Vigna.
Funded: $4,408,105 for 3-year base period (July 2009 through May 2012), $3,091,895 for 2-year
option period (June 2012 through June 2014). Total: $7,500,000.

Collaborative Research: CT-L: CLEANSE: Cross-Layer Large-Scale Efficient Analysis of Network Ac-
tivities to SEcure the Internet. NSF CNS/Cyber Trust Large team award. Wenke Lee (P1); Co-Pls:
Nick Feamster, Jon Giffin, Mustaque Ahamad, and Xiaoming Huo (ISyE) at Georgia Tech; Mike
Reiter and Fabian Monrose at University of North Carolina at Chapel Hill; Farnam Jahanian and
Mike Bailey at University of Michigan; Phil Porras and Vinod Yegneswaran at SRI International;



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

and Paul Vixie at Internet Software Consortium. Funded: $1,829,297 project total, $758,297 for
Georgia Tech, 9/1/2008 to 8/31/2012.

Taint-Based Information Tracking in Networked Systems. Trustworthy Computing (NSF). PI: Nick
Feamster.$450,000.

Characterizing and Mitigating Device-Based Attacks in Cellular Telecommunications Networks.
Sponsor: NSF Trustworthy Computing. Investigator(s): Patrick Traynor (Pl) and Jonathon Giffn.
$450,000 over 3 years. Awarded: September 2009.

Provably Anonymous Networking Through Secure Function Evaluation. NSF Trustworthy Com-
putting. Investigator(s): Patrick Traynor. Amount: $200,000 over 2 years. Awarded: July 2009
Security for IMS-Enabled Converged Applications. Sponsor: US Department of Defense. Investi-
gator(s): Mustaque Ahamad, Patrick Traynor, Michael Hunter, Russ Clark. Amount: $146,121 for
1 year. Awarded: August 2008.

Federal Cyber Service Scholarships at Georgia Tech. NSF SFS Scholarships Investigator(s): Sey-
mour Goodman, Patrick Traynor. Amount: $1,250,682 over 5 years. Awarded: June 20009.
Dynamic-attribute-based Disclosure of Health Information in Emergency Care Scenarios. Spon-
sor: Health Systems Institute (HSI) Seed Grant Program. Investigator(s): Doug Blough, Mustaque
Ahamad, Patrick Traynor and J. Jose Amount: $50,000 over 1 year. Awarded: August 2009

Local remediation of global Internet epidemics. NSF CAREER Award. PI: Jon Giffin. Amount
$405,000.

Countering Botnets: Anomaly-Based Detection, / Comprehensive Analysis, and Efficient Mitiga-
tion. AFRL/DHS. Pls: Wenke Lee, Nick Feamster and Jon Giffin. $1,050,730.

NetSE: Medium: Privacy-Preserving Information Network and Services for Healthcare Applica-
tions. NSF CISE NetSE. PI: Ling Liu. Co-Pls: Mustaque Ahamad, Lilly Immergluck, Calton Pu.
$1,076,272 for 48 months (Sept 2009 - Sept 2013)

Collaborative Research: Spam Processing, Archiving and Monitoring Community Facility (spam
Commons). NSF Cyber Trust program. PI: Calton Pu, CoPl: Mustaque Ahamad, $750,484.
Multi-model Secure Location Determination and Verification. Intel Corporation. PI: Ling Liu.
$120,000. $S60,000 each year for two years.

Information Exploitation: Commercial Hunter. Marine Corps Warfighting Labs. $10,811. 2009.
Masters Program in Information Security: Program Development for Distance Learning. Pls:
Mustaque Ahamad, Leo Mark and Michael McCracken. Vice Provost for Distance Learning and
Professional Education, Georgia Tech. $70,000. 2008.

Post-doctoral Fellowship for David Dagon. Institute for Information Infrastructure Protection
(13P). PI: Mustaque Ahamad. $150,000. 2009-2010.

IMS Applications and Services Security. NTT Communications. Pls: Mustaque Ahamad, Michael
Hunter and Russ Clark. $80,000. 2008-2009.

Identity Credential Monitoring. InterContinental Exchange (ICE). PI: Mustaque Ahamad. $40,000.
2008-2009.

Protecting the cyber commons, cyber deterrence, security and privacy for financial transactions
using cellular phones. SAIC. Seymour Goodman, Adam Stulberg and Steve Lukasik. Four grants
totaling about $100,000 for one year.



Presentations

GTISC faculty are frequently invited to present their findings or serve as subject matter experts before

various academic, industrial and government agencies. Below is a record of such interactions for the

previous year.

1.

10.

11.

12.

13.

14.

Mustaque Ahamad. Cyber Security Challenges. Invited presentation at the launch of the Center
of Information Assurance at King Saud University, Riyadh, Saudi Arabia.

Alexandra Boldyreva. Order-Preserving Symmetric Encryption. MIT.

Alexandra Boldyreva. Efficiently-Searchable and Order-Preserving Symmetric Encryption. Johns
Hopkins University.

Alexandra Boldyreva. Order-Preserving Symmetric Encryption. Ibaraka University. Japan.

Alexandra Boldyreva. Efficiently-Searchable and Deterministic Asymmetric Encryption. National
Institute of Advanced Industrial Science and Technology, Japan.

Jonathon Giffin. Software Security. Intel Virtualization Security Summit.
Jonathon Giffin. Software Security. IBM T.J. Watson Research Center.

Jonathon Giffin. Trusting Untrustworthy Systems. University of Wisconsin Systems and Security
Seminar.

Seymour Goodman. “Toward a Safer and More Secure Cyberspace,” Launching conference for
the International Cybercrime Research Centre, Simon Fraser University, Vancouver, BC, Canada,
July 8, 2008.

Seymour Goodman. “Ecosystems for Safety and Security in Cyberspace,” I3P meeting, Pacific
Northwest National Laboratories, Seattle, WA, July 10, 2008.

Seymour Goodman. Invited participant, “Evolving National Security and Emergency Prepared-
ness Communications in a Global Environment,” 2008 NSTAC Research and Development Ex-
change Workshop, Schaumburg, IL, September 24-26, 2008.

Seymour Goodman. “New Light for the Dark Continent: the Internet, Mobile Telephony and Se-
curity in Africa,” invited lecture at the Symposium of the Marconi Society, Columbia University,
New York, April 16, 2009

Seymour Goodman. “The Internet, Mobile Telephony, and Security in Africa (and the Coming
Worldwide Tsunami of Information Insecurity),” NIC, NIO for S&T, Washington, DC, May 1, 2009.

Seymour Goodman. Invited Participant, Philip G. Saffman Memorial Symposium, California Insti-
tute of Technology, Pasadena, CA, May 29, 2009.



15.

16.

17.

18.

19.

20.

21.

22.

23.

Seymour Goodman. Seymour E. Goodman, Testimony before the Subcommittee on Research
and Science Education, House Committee on Science and Technology, Washington, DC, June 10,
2009. Written responses to seven additional questions raised by committee members were
submitted July 16, 2009.

Seymour Goodman. “The Perils of Cyberspace (and What Might MIS People Do to Make Things
Better?),” invited keynote, 10th World Conference, Global Information Technology Manage-
ment Association, ITESM, Santa Fe, Mexico City, June 14-16, 2009.

Seymour Goodman. Invited participant, Workshop on The Future of Cyber Attribution, Sandia
National Laboratory, July 27, 2009.

Seymour Goodman. “The Internet, Mobile Telephony, and Security in Africa (and the Coming
Worldwide Tsunami of Information Insecurity),” NIC, NIO for I&W and African Directorate,
Washington, DC, July 31, 2009.

Seymour Goodman. “ICT in Africa: The Remarkable Story of a Glass Half Full,” Marconi Society
Plenary Session, Broadband World Forum Europe, the International Engineering Consortium,
Paris, September 8-10, 2009.

Seymour Goodman. “New Light for the Dark Continent: the Internet, Mobile Telephony and Se-
curity in Africa,” invited lecture, School of Information and Communications, Rutgers University,
October 7, 2009.

Wenke Lee. Internet security. Intel Security Conference.
Wenke Lee. Internet security. DDoS defense workshop. Government of South Korea.

Wenke Lee. Botnet Research Challenges and Defenses. INFOSEC Research Council. Washington
D.C.

GTISC Faculty

Below is a list of the core GTISC faculty. (* denotes recent hire)

Academic and research faculty:

Mustaque Ahamad (Professor, School of Computer Science, director of GTISC)
Douglas Blough (Professor, School of Electrical and Computer Engineering)
Alexandra (Sasha) Boldyreva (Assistant Professor, School of Computer Science)
Russell Clark (Research Scientist, School of Computer Science)

*David Dagon (Postdoctoral fellow)



Nick Feamster (Assistant Professor, School of Computer Science)
Faramarz Fekri (Associate Professor, School of Electrical and Computer Engineering)
Jonathon Giffin (Assistant Professor, School of Computer Science)

Seymour Goodman (Professor, Sam Nunn School of International Affairs and School of Comput-
er Science, co-director of GTISC)

Michael Hunter (Research Scientist, School of Computer Science)

Wenke Lee (Professor, School of Computer Science, co-director of GTISC)
Ling Liu (Professor, School of Computer Science)

Alessandro (Alex) Orso (Associate Professor, School of Computer Science)
*Chris Peikert (Assistant Professor, School of Computer Science)

Calton Pu (Professor, School of Computer Science)

*Paul Royal (Research Technologist)

Patrick Traynor (Assistant Professor, School of Computer Science)

Applied research faculty:

Eric Barnhart (Principal Research Engineer)
Al Brzeczko (Research Engineer)

Joshua L. Davis (Research Scientist)

Jeff Evans (Principal Research Engineer)
Terry Hilderbrand (Senior Research Engineer)
Jeff Moulton (Principal Research Associate)
Chris Rankine (Research Scientist)

George A. Wright (Principal Research Engineer)

GTISC Students

Ph.D.



o Guefei Gu (Dissertation: Correlation-Based Botnet Detection in Enterprise Networks, now Assis-
tant Professor at Texas A&M)

e Christopher P. Lee (Dissertation: Framework for Botnet Emulation and Analysis, now employed
in the DC area)

MS InfoSec (23 total)
e Umang Hemant Desai
e Jui Milind Deshpande
e Manoj Prakash Deshpande
e  Saumil Maganlal Jain
e Harshad Sanjiv Janorkar
e Nikhil Prabhakar Kadu
e Tanvee Chandrakant Kale
e Shray Kapoor
e Michael Lawrence Portnoy
e Christopher Allen Nisbet Rankine
e Sandeep Koushik Sheshadri
e Nitin Ashok Shinde
e Naveen Tamilmani
e Sebastian Wolfgang Vogl
e Rishabh Ashok Vyas
e Chandrakant Rangnath Jaybhaye
e llya Osadchiy
e Dhairyashil Dilip Padalkar
e Natthapol Prakongpan
e Jainarayan Radhakrishnan

e Priyanka Raj



e Shauvik Roy Choudhary

e Yevgeniy Shrom

Looking Ahead

In the coming year, GTISC will drive several new initiatives for greater impact of our work. On the re-
search side, in addition to focusing on current research thrusts, we plan to explore major efforts in new
areas, including the security of cyber-physical systems to explore how cyber security threats can manif-
est in the physical world. As a concrete example, jointly with GTRI and external partners, we plan to ex-
plore RFID and sensor security and its application to cargo security. Also, jointly with the Health Systems
Institute and GTRI, we plan to expand our MedVault project to explore new areas such as EMR sharing in
emergency response scenarios. Also, GTISC has partially provided support for a new research showcase
facility for cyber security research (referred to as the “Internet War Room”), which will become available
in the coming year. It will help us showcase our research results in a more effective way to sponsors and
industry partners, as well as provide a compelling environment for communicating our research results
to a broader audience. In the educational area, we will get ready for the distance-learning offering of the
MS INFS program and will continue to explore new international collaboration opportunities. We will
also continue to better engage our industry partners to enhance the real-world impact of our programs.



