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The network as a distributed system

e Goals: The network should

e provide a route between two good
nodes unless partitioned by faulty ones

e provide a fair share of network
resources to flows (src-dst pairs)

e Threats: A fraction of byzantine nodes
may behave arbitrarily

e drop or delay packets

e generate useless packets (DoS)
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Why difficult?

e Consider a network with total of
N nodes with B < N byzantine
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depend on B, N, and current
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e Some multi-hop TCP flows
get completely shut out
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C1: Implementing routing security policies

e Common routing protocols
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DV, PV)
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¢ Need mechanism for security
policy driven routing
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Conclusions

e Problem

e Every layer in the protocol stack vulnerable to presence of even a single
byzantine node

e Design process

¢ Treat protocol at each layer as a distributed computation

¢ Design protocol to tolerate a fraction of byzantine nodes




