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The network as a distributed system

• Goals: The network should

• provide a route between two good 
nodes unless partitioned by faulty ones

• provide a fair share of network 
resources to flows (src-dst pairs) 

• Threats: A fraction of byzantine nodes 
may behave arbitrarily

• drop or delay packets

• generate useless packets (DoS)
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• Assumptions: byzantine 
nodes are computationally 
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second goal in a single 
contention domain exists
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Consistency: If A’s adopted route is 
A...B...D, then B’s adopted route is B...D 

• Consensus routing: Use a route only 
after all dependent nodes have 
verifiably agreed to the route

• Multipath routing: End-host rate 
control for highly responsive 
forwarding security
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contemporaneous e2e path

• OLSR, AODV, DSR

• TCP, UDP

• Breaks down in disruption-
prone environments

• DTN routing 

• replication more robust than 
forwarding only

• treats routing+transport as a 
resource allocation problem

• very different from OLSR and 
TCP!

Challenge: How to gracefully degrade performance from 
well-connected mesh backhauls to always-partitioned 

mobile environments with byzantine nodes?



Conclusions

• Problem

• Every layer in the protocol stack vulnerable to presence of even a single 
byzantine node

• Design process

• Treat protocol at each layer as a distributed computation

• Design protocol to tolerate a fraction of byzantine nodes


