Gala: A Self-organizing and Self-healing
Network Infrastructure

Ben Y. Zhao, http://current.cs.ucsb.edu

Protecting Network Applications using

Reputations and Invariant Checking

Gala protects applications proactively (reputations) by avoiding
untrustworthy peers, and reactively (attack detection) by detecting and

marking attackers.

Focus on two goals:

1. Apply use of reputations to
nodes In peer-to-peer systems

2. Study invariants of structured
overlays to detect anomalous
behavior and attacks

Applications like distributed file
systems and content delivery
networks can proactively avoid
peer fallures and attacks.
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New approach

* Reputation reliability metric

e Proactive reputations to probe
unknown peers

e Constraint-based attack detection

Approach and Impact

Research Impact
* Predict accuracy of reputation

 More accurate reputations for
short lived hosts

* Low cost detection of Identity attacks

Building Reliable Reputation Systems

e Gala uses reputations to guide policy-
driven routing and peer selection

e Challenge: reputations are not “reliable”
Inaccurate in highly dynamic environments,
and fooled by collusion and Sybil attacks

e Approach 1: reputation reliability metric
Heavily weigh # of peers interacted with, and
account for # of total transactions recorded

e Approach 1: proactive reputations

Protecting Overlays from Identity Attacks

e Structured overlays map application
components to peer via key-based routing
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