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       DNS Security Revisited

Enabling Large-Scale Cryptographic Defense
The DNS Security Extensions (DNSSEC) are among the first attempts to add cryptographic
defense into an Internet-scale system.   After over a decade of development, the
underlying cryptographic design is sound but system barriers are blocking deployment.
This project aims to identify and remove major barriers in DNSSEC deployment, and derive
general principles that can guide cryptographic deployment in other large systems.
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Approach and Impact
New approach

• Incorporate caches into cryptographic defense

• Devise error tolerant authentication rules

• Favor high probability checks over perfect
checks based on unachievable operations

Research Impact

•  Removal of DNSSEC deployment barriers

•  Cryptographic rules for loosely
   coupled caching systems

• Lessons for other large system defense

Barriers in DNSSEC Deployment

1) Incremental deployment and Islands of DNS
Security
Exploring use of well known public space for
publishing keys, signatures, and keys' actions to
bridge gaps in DNSSEC deployment.

2) Off-Line Keys and Dynamic Data
Redesign to include on-line keys with confined
scopes.

3) Key Revocation
Designing a soft-state solution to enable fast key
revocation with DNS's heavy use of caching

4)Denial of Existence and Exposing Privacy
Redesign using Bloom filter digests to obscure
data.

Caching and Cryptographic Defense
The typical Alice and Bob communication model is complicated by a cache in the model, Carol.
All communication goes through Carol, complicating almost every crypto action. Below are a few
examples.

Signature Lifetimes:  Relative time to live
values and fixed signature lifetimes are used to
discard cached data, creating query implosions
when the relative and fixed times conflict. Can be
addressed by trimming TTLs at both the source and cache.

Key RollOver:   A change in Bob’s public key must take into account the old signatures and old
keys that may have been cached.   A rollover process that overlaps keys is needed to maintain
cache consistency during the roll-over.

Key Revocation:  Bob cannot immediately remove a compromised key from the cache.
We add soft-state system refresh rules to periodically check the validity of all the cached keys.
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