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Objective

Collaborative pervasive computing applications (CPCA) can greatly improve the
Investigative capabllities and productivity of scientists and engineers in many fields.
Users of CPCA usually need to share various types of data, including experimental
data, sensitive documents, multimedia data, etc. Trustworthiness for data sharing
and management in CPCA is a difficult, but very important issue.
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Comparison to the current state of the art
Current state of the art Our approach
 Current service specification approaches do not consider has the following important advantages:
semantics of shared data, situation-awareness and related » The trustworthy shared data service specification extends
access control policies of the service. OWL-S with data, situation and security policy ontologies.
* EXisting service discovery approaches for pervasive computing « The trustworthy shared data service discovery addresses the
environment only address isolated aspects of trustworthiness intelligent, secure and anonymous, lightweight, and robust
« No systematic way to incorporate and implement flexible access aspects of trustworthiness simultaneously.
control with situation-awareness. » The trustworthy shared data service access incorporates
situation-awareness capability in access control models.

Current Progress

* Developed a set of OWL-based ontologies to specify the semantics of shared data, contexts and situations, shared data services and
security policies.

» Developed a situation-aware access control (SA-AC) technique, including a SA-AC model, an XML-based SA-AC policy
specification language, and a middleware service for reasoning SA-AC policies.

 Developed a functionality-based matchmaking algorithm to semantically select services based on their functionalities. Currently,
we are incorporating situation-aware service selection in the algorithm.

 Developed a cluster-based architecture for service discovery (CASD) to disseminate service discovery messages efficiently.
Currently, we are incorporating SA-AC and anonymity preservation into the architecture for more comprehensive trustworthiness.
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