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Secure embedded systems suffer from side-channel at tacks

Partitioning is driven
with estimators

Education and Impact

• Resource-constrained
• Physically accessible

Circuit Tampering [Anderson 96]
Semi-Invasive [Skorobogatov 06]

Physical ShieldingPhysicalImplementation

Remote Power Analysis [Oren 06]ShieldingClose-rangeRadiation

Simple Power Analysis [Gebotys 06]
Differential Analysis [Tiri 05]
Higher-Order DPA [Oswald 06]

Constant-Power DesignClose-rangePower

ECC [Chevallier-Mames 04]
Cache Misses [Osvik 06]

Constant-Time Design ConnectedTime

Software Tampering [Van Oorschot 05]
Scan-Chain readout [Karri 04]
Fault Attack [Joye 04] 

Protected PartitionConnectedInterpreter

CryptanalysisAlgorithmOff-lineAbstract

Example AttackCountermeasureAttacker
Proximity

Abstraction 
Level

• Attacks possible at multiple abstraction levels
• Current countermeasures are isolated
• Need an comprehensive approach for full protection

• Systematic integration of countermeasures
• Recursively protect Root-of-trust
• Across hardware/software boundaries
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• Integrated in GEZEL HW/SW Codesign
• Estimate and analyze power and timing
• http://rijndael.ece.vt.edu/gezel2

B
rid

ge

ARM

Mem

I/O

FPGA

C

GEZEL
(HW)

ApplicationPlatform Architecture

GEZEL Platform Simulator

Timing
Profile

Power
Profile

Side-channel
Analysis

• Secure interfaces prevent leaking root-of-trust
• Static interfaces protect fixed secrets (oracles)
• Dynamic Interfaces enable authentication

accept/reject

oracle interface

sensor

match

Fingerprint Matching Device
with built-in template database

• Undergraduate Education in Codesign
• Knoppix CDROM with Codesign tools

• Collaboration 

We propose
secure partitioning

Integration is done
through interfaces
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Analysis of AES Sbox in masked logic
reveals remaining side-channel

Masked logic uses a random mask bit m

EXAMPLE

Dynamic
software configuration

programmable platform
(FPGA, embedded core)
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