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PROJECT OBJECTIVE

Network endpoints, comprising of client machines at homes and offices,
are now serving as extremely potent and viable launch pads and carriers
for malware infections. Thus it is important that real-time defenses be
developed specifically for these endpoints.

The objective of this project is to design endpoint-based malware detectors
that use sound theoretical tools to detect anomalous activities.

MALWARE DETECTION USING INFORMATION
DIVERGENCE OF NETWORK TRAFFIC

The first malware detector that we have developed in this work is a
network-based detector which relies on the premise that the vulnerabilities
targeted by self-propagating malware are associated with a small number
of source or destination ports. Thus on a compromised machine, the
distribution of source or destination ports on which a host communicates
should be perturbed after infection. To quantify these perturbations, we use
an information divergence measure, namely the Kullback-Leibler (K-L)
divergence.

To effectively leverage K-L divergence for malware detection, we generate
histograms of benign source and destination port usage from data collected
on 13 uninfected endpoints. These histograms are compared against the
real-time traffic observed on the endpoints to detect anomalies. For testing,
malware traffic was mixed with an endpoint’s benign traffic at random
points. Fig. 1 shows the K-L perturbations caused by the malicious traffic.
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MALWARE DETECTION USING SESSION-
KEYSTROKE MUTUAL INFORMATION

The second malware detector developed in this work is a joint network-
host anomaly detector, which exploits the observation that when a user is
actively using his/her computer most of the benign traffic is triggered by a
small subset of keystrokes and mouse clicks. Based on this observation,
we propose to correlate the last input from the keyboard or mouse
hardware buffer with every new network session to detect malicious
activities.

Fig. 2 shows the usage histograms of keys that are used to initiate
sessions and the keys that are generally used on an endpoint. Clearly,
the two histograms are different from each other as network sessions are
mostly initiated using a small subset of keys. To leverage the correlation

between network sessions and session-initiation keys, we use the mutual
information measure.
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* Low

« Platform-independent, can be deployed
on any endpoint with a graphical OS

Salient Features

« Designed specifically for network
endpoints

» Anomaly detection without relying on
existing malware signatures or
characteristics

Research Impact

* Novel application of information theory
to the anomaly detection problem

» Can be deployed on endpoints having
dial-up to broadband connectivity

« Jointly exploits network and host
benign features

« Collected data will be publicly available
for future research
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Technical Details and Performance Evaluation

BENIGN ENDPOINT DATA

Using the WinPcap API, we have written a Iow—compIexntbappllcatlon for
data monitoring and collection on operational endpoints. Using th
application, we have been collecting benign data on 13 diverse endpoints
for more than 12 months. Each entry of the collected data comprises the
following fields: <session id, direction, transport

protocol, src port, dst port, timestamp, virtual key
code of session-initiation key>

The endpoints used for data collection included home, office, and

research lab comguters running different types (e.g, p2p, multlmedla
gaming, SQL/SAS etc.) of applications.

MALWARE DATA

For realistic experimentation, we collected active malware by connecting
unpatched Windows machines to the Internet. The network administrators
at MSU also provided us with some malware binaries. Moreover, we
downloaded the source code and binaries of some malware from the
Internet. Finally, we simulated some malware that we deemed important
for testing of our proposed detectors. Details of the collected malware are
provided in Table 1.

DETAILS OF THE DETECTORS

Let X, = {p{",i € S,,} denote the normalized histograms of source ports
observed in time- wmdown and let X = {p;,i € S} denote the normalized
histogram observed in the benlgn training data. Then the K-L divergence
between these histogram can be computed as:
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where P = ZieS Pi. The K-L divergence of destination ports is computed
similarly. In addition to K-L, we also experimented with the Jenson-Shannon,
K directed, and Resistor Average information divergences, which are
defined as:
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These three measures, however, did not provide any performance
improvement. We use benign and malicious K-L values to train support
vector machines (SVMs), which are in turn employed to classify anomalous
behavior.

To compute session-key mutual information, we define a session random
variable (r.v.) X and a keystroke random varlabIeY with marginal
distributions p (z)and p(y), respectively. X is a blnary r.v. indicating the
existence of a session in the current time-window, and Y is a r.v. computed
by normalizing a keystroke histogram. Then the mutual information of these
random variables is: o).
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We use mean and standard deviation of benign mutual information values to
set thresholds above and below which an alarm is raised.

Fig. 3 shows the accuracies of both detectors; results are averaged over
100 random infections per endpoint per malware.

Published and Submitted Work Based on CyberTrust Funding
[1]S. A. Khayam and H. Radha, “Using Session Kgystroke Mutual Information to Detect Self  Ropagating Malicious
Codes," accepted to IEEE ICC, June 2007.
[2] S. A. Khayam and H. Radha, “Worm Detection at Network Endpoints using Information  eoretic Traffic
Perturbations,” submitted to IEEE ICDCS 2007.
[3] S. Soltani, S. A. Khayam, and H. Radha, “Detecting Malware Outbreaks using a Statistical Model of Blackhole Traffic,”
submitted to IEEE ICDCS 2007.
[4] S. A. Khayam and H. Radha, “Using Signal Processing Techniques to Model Worm Propagation over Wireless Sensor

Networks,” IEEE Signal Processing Magazine, (23)2, 164-169, March 2006. An earlier version of this paper appeared in
IEEE ICDCS International Workshop on Security in Distributed Computing Systems (SDCS), October 2006.

5] S. A. Khayam and H. Radha, “Analyzing the Spread of Active Worms over VANET,” ACM Mobicom International
Workshop on Vehicular Ad Hoc Networks (VANET), September 2004.

61'S. A. Khayam and H. Radha, “Modeling Worm Propagation over Vehicular Networks,” accepted to SAE Tr

" encpaint D ¢

An earlier version of this paper appeared in SAE 2006 World Congress, April 2006.

National Science Foundation

Atlanta,

NSF Cyber Trust Principal Investigators Meeting
January 28-30, 2007

Georgia




