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In order to design, implement, configure, and maintain survivable systems, we are
working to develop a fundamental, scientific basis for understanding and evaluating
these systems. We are developing a body of knowledge that will allow us to categorize
and reason about these systems In a systematic manner. We are articulating desirable
gualities and characteristics, and investigating engineering tradeoffs inherent in the design

of such systems.

We are designing and implementing a new system architecture that is survivable,
scalable, and adaptive. One of the chief contributions of this system architecture is its
design as a synergistic combination of subsystems providing different modes of operation,
each of which Is characterized by different guarantees and employs different tradeoffs.
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Computer systems today are increasingly
complex, employing vast numbers of nodes
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Survivability Framework

Starfish System Design & Implementation

 Multi-dimensional survivability space * Three regions with different reliability,
e Security: confidentiality, integrity, security, and quality of service tradeoffs
availability  Body provides a stringent security model

* Reliability: tolerance to various types and tolerance to malicious faults

of system faults
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