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Hello World!
my name is Andy,

»Motivation
'Personal prlvate mformatlon can be inferred from frlends

*Goal
®Study private attribute inference in social networks
®"Propose schemes for privacy protection

»Mapping Social Networks into Bayesian Networks

®Bayesian network Construction

®ocalization Assumption: Given the attribute value of X’s friend at i (i=1) hops away, Y, the attribute value of X is
conditionally independent of the descendants of Y

®Naive Bayesian Assumption: Given the attribute value of X, the attribute values of Y (direct friends of X) are
conditionally independent of each other
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Reduction of a social network (a) into a Bayesian network to infer X from friends Y via Localization
Assumption (b) and Naive Bayesian Assumption (c). The shaded nodes represent friends with known

attributes.
*Bayesian Inference X = argmax P(X =x|Y1,Y2,...Y)), xeit, f}

X

> Protection

® Casual Effects From Friends Attribute Values

"For a descendant Y, n hops away from the ancestor X in a chain, if the attribute values of all the intermediate nodes
Yi;(I<n) are unknown, then P(X=t | Y,,=t) > P(X=t) iff (I-M)"> 0, and P(X=t | Y ,=f) > P(X=t) iff (I-M)" <0,

where | Is Inheritance Strength, the tendency that a child inherits its parent’s attribute, and M is Mutation Strength, i.e.,
the tendency that a child develops its attribute by mutation

®Protection Schemes

" Attributes @

Randomly Hiding Attributes (RHA), Selectively Hiding Attributes (SHA),

Selectively Falsifying Attributes (SFA) /
®Relations

Selectively Hiding Relations (SHR), Selectively Adding Relations (SAR) @

»Experimental Results
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»Conclusion
*Privacy can be inferred from social relations especially when people are closely connected
®*Privacy protection needs to consider both social relations and network structure
» Selectively Falsifying Attributes is the most effective scheme for privacy protection
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