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We apply formal verification of the rules of a specification based intrusion

detection system.
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Specification-based IDS in Mobile Ad-Hoc Networks

Optimized Link State Routing (OLSR) MANET IDS Specification Constraints
Multipoint Relays (MPR) - subset of 1-hop zgr?:‘,traint Neighbors in Hello messages
neighbors connecting all 2-hop neighbors o must be reciprocal
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Control (TC) / 5sec Second
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Attacker is message originator Third
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Attacker is message forwarder constraint Fidelity of forwarded TC
Forge MPR selectors in a forwarded TC (C4) messages must be maintained
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