Goals and Impact
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System Diagram

Develop passive-blind image forgery detection
techniques, that need no active process or protocol
at any other points than the final point of use

Explore novel combinations of signal-processing
and computer graphics techniques

Establish public benchmark dataset for image
forgery detection experiments

Problem: Is Seeing Believing?

The Increasing power of digital editing tools makes
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Current Results

Imaging Device Signature Extraction

Camera Response Function (CRF) Estimation

Basic Principle:
Locally planar image points (LPIPs) are transformed by
CRF In a unique way and thus can used to estimate CRF

Method:
Extract LPIPs

Compute their Geometry Invariant
(Q) and brightness values ( R)

Fit (Q,R) with Generalized CRF Model
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Results:

Overall RMSE = 0.0140
100 images, 5 cameras
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Image Splicing Detection Using CRF Consistency

Basic Principle:
A spliced image usually contains two or more regions from

different cameras

Method.:
Divide image into suspicious
regions
Extract LPIPs from each
region, estimate CRFs

Compute inconsistency
measure by cross-fitting
features and CRFs from
multiple regions

Classify image as authentic
or spliced using SVM

Results:
86% classification accuracy from 363 uncompressed | mages
High detection rates for both authentic and spliced categories

Research Result Dissemination:

Web-based Online Evaluation System:
Natural images vs. computer graphlcs
Usage Statistics: T .
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Datasets:
Splicing detection evaluation dataset — block based, 1845 blocks
Splicing detection evaluation dataset — object level , 363 Images

Photographic images vs. CG dataset, 3200 images
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Graphics Approach to Tampering Detection

Basic Principle:

A new theoretical proposal of
frequency domain invariants
reflects lighting inconsistency from
different regions of an image

Spliced Image

Results:
Tampering effects
are correctly
identified with large
harmonic values
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Possible Extensions:
Extend to general, unknown object geometry
Extend to general, nonhomogeneous object materials
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